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Get ready for your scoping call.
10 minutes of prep saves a week of back and forth.

Answer what you can. Anything you are unsure of, leave blank and we will cover it together on the call.

Company Your name Email Date

1. Network: external

Number of live external IP addresses Number of domains

2. Network: internal

VLAN and its function Subnet Est. live hosts

Are your VLANs routable from one location? Yes No, segmented Not sure

Is EDR in place? Yes No Not sure Which product?

Is IPS or IDS in place? Yes No Not sure

Any OT, SCADA or ICS systems? Yes No These are excluded from testing and listed as out of scope.

Where can we run a small virtual appliance? VMware VirtualBox Hyper-V Azure AWS

GCP

Change-control timelines or blackout windows we should know about

Your IT team will receive the exact network requirements for the appliance during onboarding.
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3. Web applications
One block per application. More than two? Copy a block or bring the list to the call.

Application 1

Application name Approx. number of pages Number of user roles

Content: Mostly dynamic Mostly static
Access: Authenticated Unauthenticated

Both

Uses an API? Yes No Endpoints Staging access? Yes No

Takes payments? Yes No File or document uploads? Yes No

Source code review wanted? Yes No

Projects Third-party integrations Approx. lines of code

Application 2

Application name Approx. number of pages Number of user roles

Content: Mostly dynamic Mostly static
Access: Authenticated Unauthenticated

Both

Uses an API? Yes No Endpoints Staging access? Yes No

Takes payments? Yes No File or document uploads? Yes No

Source code review wanted? Yes No

Projects Third-party integrations Approx. lines of code

4. Retesting

Planning to use the free retest within 90 days? Yes No Undecided

The free retest covers all identified findings, retested at once, when scheduled within 90 days of report delivery. Retests after

90 days, or done a few findings at a time, are billed.
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Done? Send it over.

Email your completed checklist to

sales@vijilan.com and we will book your

scoping call.

Send this to your Vijilan
contact

Penetration testing services are performed by NaviSec, a Vijilan Elite Partner, and offered by Vijilan Security. Vijilan is

certified for SOC 2 Type II and ISO/IEC 27001. All other product names are trademarks of their respective owners.
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